ABSTRACT
INTRODUCTION
Cloud Computing is set of computing resources and services offered through the Internet. Recently it becomes the hottest word in IT world. Many well known IT companies like yahoo, Google, IBM, develop cloud computing system and related products for customer. There are still some difficulties for customer to adopt cloud computing because customer has to trust on third party for its sensitive (private) data. Every one poses, Is their information secure? [3] This study aims to identify the most vulnerable security threats in cloud computing. We discuss security requirements and related issues in cloud computing. The rest of this paper is organized as follows: section 1 Introduces cloud computing overview. Section 2 Discusses security issues present in cloud computing and threats of availability DDOS. Section 3 Explain Graphical Turing test and study of CAPTCHA. Section 4 Introducing Two-Tier CAPTCHA. Section 5 gives the Conclusion and possible future work.
Definition of cloud computing
It offer high productivity and low cost at the same time. Lack of security is the biggest hurdle in wide adoption of cloud computing. Cloud computing has many issues like securing data, and examining the utilization resources and provide services to its authorized user. The wide acceptance raised security risks along with the uncountable benefits. How the end users of cloud computing know that their required services and data is not having any availability and security issues? [3] 
Delivery models
Cloud services are generally offered three Delivery models; 
Software-as-a-service (SaaS)
, where the cloud provider owns the application, server, storage operating system (OS) and infrastructure and you use the application remotely. Through a thin client interface such as Web browser [1] . In summary: "Just run it for me!" It provides service in two distinct modes:
2.1.1 Simple multi-tenancy: each customer has its own resources that are segregated from other resources 2.1.2 Fine grain multi-tenancy: all resources are shared but customer data and access capabilities are segregated within the application. Examples include document sharing services, such as customer relationship management (CRM) applications, Salesforce.
Platform-as-a-service (PaaS)
, where the provider owns the OS and infrastructure, and you own the application. In this user does not control the cloud infrastructure including server, storage, OS, network etc but has control over the deployed application and application hosting environment configuration [1] . It can be summarised as: "Give me a nice API and you take care of the rest".
2.3
Infrastructure-as-a-service (IaaS), where the provider owns just the infrastructure and you own both the OS and the application. Provide the user with the capability of processing, storage, network and other computing resources and allow the user to deploy and run software [1] . e.g. Amazon's EC2 . In short: "Why buy machines when you can rent cycles?" 
Deployment Models
Four deployment models have been identified for cloud architecture:
Private cloud.
The cloud infrastructure is operated for a private organization. It may be managed by the third party or a organization, and may exist on premise or off premise. In private cloud we get additional security benefits as the company has the server at its end.
Community cloud.
The cloud infrastructure is shared by several organizations and supports a specific community that has common mission, security requirements, policy, and compliance considerations. It may exist on premise or off premise. It may be managed by the organizations itself or a third party.
Public cloud.
The cloud infrastructure is available for general public or a large industry group and is owned by an organization selling cloud services [1] .
Hybrid cloud.
The cloud infrastructure is a composition of two or more clouds (private, community, or public) that remain unique entities. The hybrid cloud provides the local data benefits of the private with scalability, economies and on-demand access of the public cloud [2] . Traditionally, it contains three goals to achieve adequate security Confidentiality, Data integrity, Availability.
Challenges for Cloud Computing
A. Confidentiality. It means keeping user data secret in the cloud systems. It ensures that user data which reside in cloud cannot be accessed by unauthorized person. There are two basic approaches to achieve such confidentiality, physical isolation and cryptography. Confidentiality can be achieved through proper encryption technique: symmetric and asymmetric algorithms.
B. Data integrity.
Keeping data integrity is a fundamental task. It means in cloud system is to preserve information integrity. Data could be encrypted to provide confidentiality but it will not guarantee that data reside on cloud has not been altered. There are two approaches which provide integrity Digital Signature and Message Authentication Code.
C. Availability. Data should be available when it is requested via authorized user. It ensure that user can be able to use the service any time from any place. Two strategies called Hardening and Redundancy are mainly used to enhance the availability. Threats targeting availability can be either CSP availability or network based attack such as Distributed Denial of Service. Many well known website which provide computing services via cloud e.g. Google, Amazon S3 suffered from DDOS attack.
1. User-specific security requirements we can divide into three major Levels- 
DISTRIBUTED DENIAL OF SERVICE ATTACK
A denial of service is characterized by an explicit attempt by an attacker to prevent authenticate users from using computing resources. An attacker may attempt to: "flood" a network and thus reduce a legitimate user's bandwidth, disrupt service to a specific system and a user prevent access to a service [9] .
Impact of DDOS
The attacker sends a huge amount of nonsense request to one target victim or certain service. The impact of such a flooding attack is expected to be amplified drastically. Now we discussed different kinds of impact [5] .
Direct Denial of Service.
When the Cloud Computing operating system notices the high workload on the particular service; it will start to give more computational power like virtual machines, service instances etc to cope with the additional workload. Cloud protection systems try to work against the attacker.
Indirect Denial of Service.
It Depending on the Computational power in control of the attacker, side effect of the direct flooding attack on a Cloud service potentially consists in that other services provided on the same hardware servers may suffer from the workload caused by the flooding. Thus, if a service happens to run on the same server with another, flooded service instance, this can affect its own availability as well [5] .
Accounting
Cloud computing service is charging the customers according to their actual usage of resources, another major effect of a flooding attack on a Cloud service is raising the bills for Cloud usage drastically. The problem is there are no "upper limits" to computational power usage [5] .
Symptoms
• Unusually slow Network Performance 
Elements of DDOS
• Victim (Target) receives the brunt of the attack.
• Attack Daemon Agents (Zombie) Agent programs that actually carry out the attack on target victim. Attackers gain access and actually conduct the attack on victim. Daemons affect both the target and the host computers • Master Program/Agent Coordinates the attack through the attack daemons, also known as handler.
• Attacker/Attacking Hosts Mastermind behind the attack using the master, which stays behind the scenes during real attack, which makes it difficult to trace. To do all this attacker has to work hard on it he/she need to study the network topology and bottleneck that can be exploited during the attack [9] . 1. The real attacker sends an execute command to master program. 2. The control master program receives the "execute" message and propagates the command to the attack daemons under its control. 3. Upon receiving the attack command, the attack daemons begin the attack on the victim. 4. Then the victim site goes down and not available to give services to its intended user.
Method of D DOS Attack
These are the method which is used for denial of service attack.
Smurf-attack
involves an attacker sending a large amount of Internet Control Message Protocol (ICMP) echo traffic to a set of Internet Protocol (IP) broadcast addresses.
SYN
Flood attack is also known as the Transmission Control Protocol (TCP) SYN attack, and is based on exploiting the standard TCP three-way handshake. The server being unable to process because of incoming connection queue gets overloaded [9] .
UDP Flood attack
is based on UDP echo and character generator services provided by most computers on a network. The attacker uses UDP packets to make connection to the echo service on one machine to the character generator service on another machine. There is another method like Teardrop attack, Land attack, Flood attack, Fraggle attack, Ping of death attack, Buffer overflow attack used by attacker to launch DDOS attack.
Technique used by attacker
Distributed denial of service methods employed by an attacker. These techniques help an attacker coordinate and execute the attack. The techniques are listed in chronological order. It can be observed that as time has passed, the distributed techniques (Trinoo, TFN, Stacheldraht, Shaft, and TFN2K) have become technically more advanced and more difficult to detect [9] .
Defences against D DOS Attacks
Many observers have stated that there are currently no successful defences against a distributed denial of service attack, but there are numerous safety measures that a host or network can perform to increase the security of network and neighbouring networks. Two features that hinder the advancement of defence technique. First, the source of DDOS attacks are very difficult to find in distributed environment. It's difficult to find out the real attacker because he/she can use the multiple layer of control master program. Second, it's very hard to distinguish between normal traffic and DDOS attack traffic. Attacker generate same request as legitimate user and we don't have effective differentiation mechanism. There are some distributed defence frameworks that provide defence against DDOS attack:
Filtering Routers:
Filtering all packets entering and leaving the network protects the network from attacks conducted from neighbouring networks. Many people assume that routers, which use access control lists (ACLs) to filter out "undesirable" traffic, defend against DDOS attacks. ACLs can protect against simple and known DDOS attacks, such as ping attacks, by filtering unwanted, unknown protocols and also prevents the network itself from being an unaware attacker. This measure requires installing ingress and egress packet filters on all routers.
Load Balancing:
It is used to implement failover-the continuation of service after the failure of one and more components. These components work under controlled supervision, when become non responsive, the load balancer informed and stop sending traffic to it. Through the use of load balancer we can minimize the resource consumption, keep cost low and also enable scalability.
Disabling IP Broadcasts:
By disabling IP broadcasts, the host computers can no longer be used as amplifiers in ICMP Flood and Smurf attacks. To defend against this attack, all neighbouring networks need to disable IP broadcasts [9] .
Audit:
It means to watch what happened in cloud system. It could be added as an extra layer above the virtualized operating system to monitor what happen in the network. Main attribute should be audited: Logs: Information about run time environment and user application Events: The change of state and other factor that affect system/services availability. Monitoring: It must be restricted to what the cloud providers reasonably need in order to run their facility [7] .
Applying Security Patches:
To guard against denial of service attacks, host computers must be updated with latest security patches and techniques. For example, in the case of the SYN Flood attack, there are three steps that the host computers can take to guard themselves from attacks: increase the size of the connection queue, decrease the time-out waiting for the three-way handshake, and employ vendor software patches to detect and circumvent the problem.
Disabling Unused Services:
If UDP echo services are not required, disabling them will help to defend against the attack. If one computer opens 50 ports, the attacker can use these ports to launch different DDOS attack. If only two ports are opened the attack type will be restricted [13] . The services should be disabled to prevent attacks if network services are unneeded or unused.
Performing Intrusion Detection:
By performing intrusion detection, a host computer and network are guarded against being a source for an attack, as while as being a victim of an attack. It is a device or software application that monitors network or system activities. If they found malicious activities or policy violations, the produces reports to a management station. Network monitoring is a very good pre-emptive way of guarding against denial of service attacks. By monitoring traffic patterns, a network can determine when it is under attack, and can take the required steps to defend itself [9] .
GRAPHICAL TURING TEST
The authentication is to distinguish legitimated clients from malicious clients, which can be performed through strong cryptographic verification (for a private server) or Graphical Turing Tests (for a public server). The authentication is performed by graphical Turing tests which are widely adopted to distinguish human users from robots through their reaction. A client who has failed graphical tests after a given number trials will be blocked, suspected as attacker and his/her HTTP requests will be dropped. We can also add overly-aggressive clients to a blacklist and avoid there request. On the other hand, a client who passes the graphical Turing tests will be allow proceeding and assigned a valid HTTP session key [15] . Graphical Turing Test we use a cloud attack defence system, named CLAD, which a network service is running on cloud infrastructures. The whole cloud infrastructure appears as a "super computer" so that any network-layer attacks to a single CLAD node, which is an application or a virtual machine can be defeated by the whole cloud infrastructure. The execution environment of each CLAD node should be independent of the operating system, hardware and physical location of the cloud infrastructure. If a user passes the Graphical Turing Test then only he/she can be able to establish the connection to cloud infrastructure. Some detail like architecture of CLAD is omitted because they are not the scope of this paper The CLAD system works as follows;
• Steps 1-2: To make connection to the protected server a.com, the client first need to sends a request to the local DNS server to query the server's IP address. Then DNS server returns the IP address of CLAD node.
• Steps 3-6: When the client requests a.com to the CLAD node 1.2.3.4, the CLAD node performs graphical Turing tests for authentication. If the client can pass the tests, the CLAD node allows her to request to the protected server and assign her a session key.
• Steps 7-10: The client can access a.com with the session key through 1.2.3.4. After the CLAD node has validated the session key, then the communication start between a.com and client, it relays the request to a.com, and then relays the responded data from a.com to the client [15] . For Graphic Turing Test we use CAPTCHA
Completely Automated Public Turing Tests to Tell Computers and Humans Apart
(CAPTCHAs) are now almost standard security mechanisms for defending against Undesirable and malicious bot programs on the Internet. CAPTCHAs generate and grade tests that most humans can pass but current computer programs can't. It is also known as Human Interaction Proofs (HIPs).
A good CAPTCHA must not only be human friendly but also robust enough to resist computer programs that attackers write to automatically pass CAPTCHA tests. However, designing CAPTCHAs that exhibit both good robustness and usability is much harder than it seem.
Advantage
• Distinguishes between a machine and a human • Makes online polls more legitimate • Reduces spam and viruses • Makes online Shopping safer • Reduce abuse of free email account services
Groups of CAPTCHA
The CAPTCHA methods can be divided into two categories. OCR-based and non-OCR-based methods as follows:
OCR-based method:
The distorted image of a word is shown to the user. Then the user is asked to type that word. This method is based on the drawback of the OCR software because this software has difficulty reading text from distorted image, i.e. Gimpy method, Pessimal Print method, Persian/Arabic Baffletext CAPTCHA, Examples of these methods are used by Google, Hotmail, Yahoo and eBay. In this paper, a new kind of OCR-based method is proposed.
Non-OCR-based method:
Instead of show the distorted image of a word and ask user to type it. This method based on the features of multimedia systems like pictures, sound, and videos. Examples of these methods are Collage CAPTCHA, Text-to-Speech CAPTCHA, Drawing CAPTCHA and Implicit CAPTCHA. 
PROPOSED APPROACH
There are two major issues involved in building a strong CAPTCHA solution. First, the basis for the puzzle or challenge must be something that is truly difficult for computers to solve. Second, the way puzzles and responses are processed must easy for human users. The proposed method has been developed to distinguish human users and computer programs from each other by the same fact that human user have to provide a data after solving the query associated with CAPTCHA. The query must be very difficult for computers to solve and relatively easy for humans.
Algorithm of Advance TWO-TIER CAPTCHA
Correct Input Incorrect Input The programming steps of the Two-Tier CAPTCHA algorithm are given with pseudo code and runtime output screenshots as in follows;
1. Create Web Application in Asp.Net, start the session. 2. Create custom class to generate/create random image 3. Generate random 6 bit alphanumeric code (included "0-9, A-Z, a-z") for CAPTCHA and keep it in session. 4. Define combinations (query related to CAPTCHA e.g Enter only digit ) in the system and keep current combination in the hidden field or session. 5. Now create random image of the generated code 6. Validate input provided by the user with the CAPTCHA code and combination 7. If the value is empty or incorrect new CAPTCHA is generated. Users should never get a second chance at answering the same CAPTCHA 8. If the answer supplied by the user is correct (same as combination store in hidden field or session), the form post is successful and processing can continue. If applicable, the previously generated CAPTCHA image is deleted.
Dig. The valid input for this CAPTCHA is "7q" first and third character of image. User no needs to fill complete code. We propose a new generation of the CAPTCHA method that uses Query associated with CAPTCHA instead of simple CAPTCHA. We called it Two-Tier CAPTCHA because in this method CLAD node need to generate two things, first a alphanumeric CAPTCHA code with image. Second Query related to that CAPTCHA code. In this method human can provide input according to query that is not easy for software bots. The advantage of using Two-Tier CAPTCHA is it can recognizable by human users and difficult to read by bots. Our Two-Tier CAPTCHA methods use a same input method as used by many well known web sites and services where users type some keywords or characters into an input box. Thus it is easy to learn and use by any user. The algorithm of this method makes it hard for bot programs which mean that it is more secure. We can increase the rate of its difficulty in order to improve its resistance against the attacks through adding more queries, changing pattern of Query and combination in database. Like-
• Please provide only Digit's shown in image.
• Please provide only Character shown in image.
• Please provide only Alphabet shown in image.
• Please provide only first digit and last alphabet shown in image.
• Please provide the value as you provide in User Name (or specify any field name and program accordingly) shown in image.
• Please provide the counting number of character shown in image and so on.
These are some sample of Query, which we can provide with CAPTCHA image to resist it to attack but we also need to take care of the complexity of queries because this will make to solve CAPTCHA more difficult to human user too. Answering these queries is difficult for the computer program because a bot program required some ability to provide correct input for TwoTier CAPTCHA.
1. Computer program must recognize alphanumeric code shown in image through OCR-based software. 2. After recognition of alphanumeric code from CAPTCHA image computer should be able to understand the query related to that CAPTCHA. 3. At last and even if computer does all the above mentioned steps successfully it's very difficult to evaluate the correct input, which is required because the query generated randomly, there is no specific pattern between queries and in some query we use another field of the web form, i.e. Please provide the value as you provide in User Name (or specify any field name and program accordingly) shown in image. So that attack needs to make their program much smart so the program will be able to get values from previous field.
CONCLUSION
In this paper, we explain Cloud Computing its Models (delivery, deployment) security issues and threats, detail of distributed denial of service and its solution via Two-Tier CAPTCHA. As we specified earlier, a good CAPTCHA must not only to resist computer programs that attacker use to pass graphical Turing Test but it should be human friendly also. Our proposed method is also very easy for human user to answer these questions and the only thing they must do is to provide the input according to query associated with it, little time is required to answer but they can provide input easily and accurately without much difficulty because it is not like a IQ test of user like in Question-Based CAPTCHA performed.
Advantage of Advance Two-Tier CAPTCHA
• Enhanced Security • Easy to use because user need to provide input like OCR-based CAPTCHA.
• Prevent automated attacks • Random combination will be generated, so not easy to identify the pattern Also Resistance to many attack;
• Resistance to Pre-Processing 
Work Done and Future Direction
Implemented Advance Two-Tier CAPTCHA in ASP.NET and also implement this CAPTCHA on ITM University's Upcoming Alumni Website in PHP.
I will work to make application much secure, Identify Techniques to optimize resources along with better performance. To reduce the drawback of cloud computing and work to provide quality services to the cloud user in cost effective manner.
